Soft ()

IlocTtpoenue 3amuuieHHoM 6ecnpoBoaHou cetu IEEE 802.11 (Wi-Fi) c
ucnosib3oBanuem SoftPI RADIUS

CywiectByeT  HECKONbKO  TexHonorui  6esonacHocTv  becnpoBogHOW  ceTw,
noAAep*KMBAaEMbIX NPAKTUYECKN BCEMM TOYKAaMM AOCTYNa:

° WEP;
° WPA Personal/Enterprise;
° WPA2 Personal/Enterprise.

B HactoAwmMi momeHT Hambonee HagexkKHasa 3aWMTa CeTUM AOCTUraeTca npu
ncnonb3oBaHuu TexHonornn WPA2 Enterprise. PaccmoTpum Hactpoikn SoftPl Radius cepsepa
npu pabote ¢ TouKamu goctyna, pabotatowmmum no texHonormm WPA2 Enterprise. B Takom
BapuaHTe b6ecnpoBogHaa ToOYKa JocTyna Oyaer 6/10KMpoBaTb BCe  MOAKAKOYEHMA K
6ecnpoBOAHOM CeTM A0 Tex Nop, NOKa BBOAUMbIE NOAb30BATE/NIEM MMSA U NAPO/b HE NpoNayT
NpPoOBepKy Ha cepBepe ayTeHTUPUKaumu. Ecnm nonb3osatens Hetr B 6ase pgaHHbix RADIUS
cepBepa, TO OH He CMOXKeT MNoAKAuMTbcA K bHecnpoBoaHoin ceTu. [LONONAHUTENbHO NpwU
MCNONb30BaHMN CePTUPUKATOB OCYLLECTBAAETCA B3aMMHAA aAyTEHTUOUKAUMA KAWEHTOB MU
cepBepa, YTO UCKIOYAET BO3MOXKHOCTb CO34aHNA PaboTatoWwmMX «TOXKHbIX» TOYEK AOCTYyNa.

Ona paboTbl AaHHOW cxembl ayTeHTUdMKauuM Heobxoauma HacCTpoMKa caeayrolmx
KOMMOHEHTOB:

° B kauectBe RADIUS cepsepa ncnosb3syem cepsep SoftPl RADIUS.
° TouKa poctyna 802.11 c nogaepkkoih WPA2 Enterprise.
° KnneHTCKNit KomnbloTep.

Hacrtpoiika cepsepa SoftPl RADIUS

Cepsep SoftPl RADIUS BbINoAHAET NPOBEPKY No/b30BaTeNel, NOAKNI0YAOWMXCA K TOUKe
poctyna (ayTeHTUdMKauma), NpoBepseT, UMeeT I NPaBo AaHHbIM NONb30BaTe /b NOAKNOYATLCA
K TOYKe 40CTyna B TEKYLLMI MOMEHT (aBTOopM3aLma), U BEAET y4YeT BCeX Ceccuii nonb3oBaTenei
(akkayHTUHT).

MepBbiMm genom HyKHO B "KoHconu ynpasnenua RADIUS" cepBepa HacTpouTb
napameTpbl cepBep goctyna. CepBepom gocTyna B AaHHOM c/yvyae byaeTt Touka goctyna Wi-Fi.
Heobxoammo Beectn IP agpec Toukn goctyna u obwmin cekpet. O6WMIA ceKpeT — 3TO Napob,
nucnonblyemblih npu obmeHe p[AaHHbIMM Mexagy cepBepom RADIUS u ToukolM pocTyna.
Mcnonb3oBaHMe OAHHOMO Mapoas WMCKAKOYAeT BO3MOMKHOCTb MOAB/MEHUA HEAaBTOPM3OBAHHOWM
Toukn poctyna. RADIUS-cepeep byaeT urHopupoBaTb BCE 3anNpochkl OT cepBepa A0CTyna, eciu
emy HeusBecTeH IP-agpec nnm obwmii cekpet cepsepa. Npumep gobaBneHua cepsepa 4OCTyNa
npmBegeH Ha pUCyHKe 1.
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Q Cepeep gocTyna @
Mma: FIREFLY
IF anpec: 10,10.3.10
MasHTHbMKaTOD:

OBLMA CEKpeT: 123456

Beroop: [IETF -

[[] 2a6nokmpoeate cepeep poctyma

[ oK ][ OmveHa l

PucyHok 1

[anee HeobxoAMMO cO34aTb OAHOTO MAM HECKOJIbKMX MOJib30BaTeNel, KoTopble byayT
MMEeTb NpPaBO MOAKAYATLCA K TOYKe AocTyna. [na aobaBneHusa nosnb3osatens HeobxoamMmo
Mcnonb3osaTb pexkum "KoHconu HacTponiknm RADIUS-cepsepa": "Monb3osatenn/Mpynnbl”" —
"Monb3oBatenn"”. [na nonb3oBatens o06s3aTeslbHO ciefyeT yKasaTb MMA MOAb30BaTeNa U
naponb. TakKe MOXHO yKas3aTb rpynny atpubyToBs, pa3pelleHHOe BpeMa BXo4a, U pag, ApYrux
napameTpos.

OKHO fgobaBneHMA NoNb30BaTENA NPUBEAEHO HA PUCYHKe 2.

; Monezceatent @

[7] Monszosatens omnoues

Ofiues | WH@opmaLme | Appec | TlononHTENEHD
MonezoEaTens:  test
Mapons: sernens
[pynna: [ Default S l
Mogpaspeneque:  Boe MareHmTs. .
PaspeluéHHoe Bpema BXoga;
[aTa nogxnioyeHlA; [ 2 asrycra 2010r. B~
Oata nocnegHe aKTMEHOCTH: 03 asrycta 2010 09:16:15

[ oK H OmveHa ]

PucyHoK 2

Mocne co3gaHuna nonb3oBaTena nNpu HeobxoauMmocTM 3apaiite aTpubyTbl. ATpubyTbl,
OTnpaBasieMble aBTOPM3OBAHHOMY K/MEHTY, HeobxoguMmo oTmeyatb Tvnom "OTnpaBasTb B
Access-Accept".

OnAa 3agaHns BblgaBaemoro nonb3osaTesnto IP agpeca MoXHO 406aBUTb NO/b30BATENO
aTpmbyTt Framed-IP-Address 1 B KayecTBe 3Ha4YeHUA yKa3aTb Tpebyembli IP agpec (pucyHok 3).
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ATpueyT @

BeHaop: [IETF "]
ATpUBYT: [Flamed—r“\ddress "]
3HaveHme

) CTaHaapTHOE SHaYeHHe

@) Pyuroi BEOA

192,168,185, 121] BrifipaTs 13 nyna...

Thn: [Dmpasnsams 8 Access-Accept -
Cepsep nocnymia: | Bes npussaku -]
[ ok ][ omea |

PucyHoK 3

Ona orpaHuMyeHMA BpemMeHW ceccuu MoJsb3oBaTend cnegyeT BOCMNONb30BaTbCA
aTpnobytom Session-Timeout, KOTOpPbIA 3343ET MAKCMMANbHYIO [AJINTE/IbHOCTb CECCMU B
CeKyHAaX.

AHaNoOrMyHbIM 06Pa30M MOXKHO CO34aTb HY)KHOE KO/IMYECTBO /IOTMHOB NOJ/Ib30BATENEN.
Kpome py4yHOro cosgaHua nonb3oBaTenen NoAAeprKMBAETCA TaKKe MMNOPT AaHHbIX M3 Active
Directory nnu gpyroro Katasnora, noggep»xumsatowero LDAP npoTtokon.

HacTpoiika Touku goctyna

[na Toro, 4tobbl TOYKA AOCTYyNa BbINOAHAMA NPOBEPKY MOAKNOHMEHUI NOAb30BaTeNEM
cpeactBamm RADIUS cepsepa, HE0HX0AMMO BbINONHUTL HACTPOMKY NapameTpos He30onacHoCTH
ycTpoicTea Wi-Fi. B 3aBUCMMOCTIN OT TMUNA YCTPOMCTBA HAaCTPOMKa MOXKET OTIMYaTbCA.

BoibepeTte pexum 6esonacHoctn “WPA2 Enterprise” (MopaepkuBatotcs Takxke WPA
Enterprise 1 WEP RADIUS, oaHako OHWM 3HauuTenbHo 6onee yaA3BMMbI), yKaxuTe IP aapec
RADIUS cepBsepa, 1 BBeguTe 06LIMIA CEKPET, 3aAaHHbIN B HacTpolikax RADIUS cepsepa. Mpumep
HACTPOMKM TOYKM AOCTYMNa NpUBEAEH Ha PUCYHKe 4.

Physical Interface wl0 S5ID [Firefly] HWAddr [00:90:4C:C0:00:03]

Security Made WPAZ Enterprise -
WPA Algorithms AES -
Radius Auth Server Address 10} 10} 3| 100
Radius Auth Server Port 1312 Default: 1812
Radius Auth Shared Secret Em——— 7] Unmask
Key Renewal Interval {in seconds) 3600

PucyHok 4

HacTtpoiika Ha CTOpOHEe KAueHTa

Huke npuBedeHa WHCTPYKUMA MO CO343@HMIO W HacTpolike 6ecnpoBoAHOro
NOAKNIOYEHUA HA KNIMEHTe C onepaunoHHon cuctemoit Windows 7.
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Co3gaanTte HOoBbI NPOGUIb NOAKNOYEHUA (PUCYHOK 5).

-
and Internet » Network and Sharing Center 'l"l Search Contror Panel
= —___ = ]

L= =

N

View your basic network information and set up connections

s * x Q See full map

HARDY-LAPTOR Internet
H (This computer)
View your actree networks Connect to » network
You are ly mot d to any networks
Change your netwarking settings

? [ Set up a new connection ot netwoek )

Set up & wareless, broadband, dial-up, ad hoc, of VPN connectson; o set up 8 router or access
point,

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and shanng options
Access files and printess located on other network computers, or change sharing settings.

’2 Troubleshoot problems
" Diagnose and repair network problems, o¢ get troubleshooting ind

PucyHoOK 5

Bbibepute nogkntoyeHme no 6ecnpoBoaHOMN ceTu (PUCYHOK 6).

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

i. Set up a new network
R

. Configure a new router or access point.

' Manually connect to a wireless network
2=l Connect to a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

y ;‘-l Set up a dial-up connection

" Connect to the Internet using a dial-up connection,

PucyHoK 6

Beeante nma SSID 6ecnpoBoaHoi ceTn, BbibepuTte TN 6esonacHoct WPA2 Enterprise

n T1n wuodposaHua AES (pucyHok 7).
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Enter information for the wireless network you want to add

Network name: UniWireless

Security type:

Encryption type: [ AES v]

Security Key: [ | [[]Hide characters

Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

PucyHok 7

OTKpOWTE AONONHUTENbHbIE HACTPOMKM NOAKAOYEHMUSA (PUCYHOK 8).

Successfully added UniWireless

= Change connection settings
Open the connection properties so that I can change the settings.

PucyHok 8

Bbibepute BKNagKy «besonacHocTb». M3 cnncka meTtoaoB ayTeHTUPUKauuUM creayet
BblbpaTb Microsoft: Protected EAP (PEAP). MNocne 3TOro HaXKMuUTe KHOMNKY «HacmpoUku»
(pncyHOK 9).
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- ,
UniWireless Wireless Network Properties ﬂ

| Connection | Security

Security type: |wPA2-Enterprise -

Encryption type: [AES v]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP)| ][ setings |

[¥]Remember my credentials for this connection each
time I'm logged on

I Advanced settings

I o J [ conc

PucyHoK 9

Bce knmeHTbl PEAP pomkHbl npoBepAtb ceptudmkat RADIUS cepsepa, nostomy B
HacTpolKax HeobxogMmo BblbpaTb onuuio «/Iposepams cepmugukam cepeepa», a B CrUCKe
[0BEPEHHbIX LLEHTPOB cepTudMKaLmm Hago oTmeTuTb SoftPl Radius cepsep.

B cnucke metonoB ayTeHTUOUKaAuMM O0MKeH bbiTb BbibpaH «Secured password (EAP-
MSCHAP v2)». lanee cnenyeT OTK/OYUTb ONUMIO BbICTPOro NepenoaKkNoYeHNA U WENKHYTb No
KHonKe «Configure» (pucyHok 10).

When connecting:

[7] Validate server certificate 4

["] connect to these servers:

Trusted Root Certification Authorities:

[7] Class 3 Public Primary Certification Authority

["] Entrust.net Secure Server Certification Authority
["] Equifax Secure Certificate Authority

[] GTE CyberTrust Global Root

[ Microsoft Root Authority

[] Microsoft Root Certificate Authority

2 [¥] Thawte Premium Server CA

[ Thawte Timestamping CA

["] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method: 3

[Secured password (EAP-MSCHAP v2) '] ﬂ Configure... ]

4 [7]Enable Fast Reconnect

[] Enforce Network Access Protection

[ | Disconnect if server does not present cryptobinding TLV
[~]Enable Identity Privacy

[ OK J[ Cancel J

PucyHok 10
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B AManoroBom okHe cHUMUTE dpaar y NnyHKTa « ABTOMaTUYECKM UCNOIb30BaTb MMSA BXOAa
n naponb Windows (1 ums goMeHa, ecnu cywectayeT)» (pucyHok 11).

EAP MSCHAPV2 Properties X

When connecting:

| Automatically use my Windows logon name and
password {and domain if any).

L 0K ] { Cancel '

PucyHok 11

LLlenkHnTe no KHonke «OK» Ans 3aKpbITUA BCEX AMANOTOBbIX OKOH.
LLlenkHuTe «3aKpbiTb» AN1A 3aKPbITUA MacTepa CO34aHNA CETEBOrO NOAKAIOYEHHA.

Ona nogkntoyeHua BbibepuTe B CNMUCKE AOCTYMHbIX 6ECNPOBOAHbIX MOAKNOYEHUM
CO3aHHOE paHee NOAKNYEHME U LLENKHUTE NO KHOMKe «[To0KA4Yumeca». B OTKpbiBLIEMCS
OKHe BBeAMTe MMA MONb30BaTeNsA W NAapONb, HAaCTPOEHHble ANA Nonb3oBaTena B "KoHconu
HacTpoiikm SoftPl RADIUS".
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